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1. Wireless LANS

Wireless LANS are becoming more popular in corporate networks where the mobility of
laptops and ad-hoc network connections are needed. Without adequate protection,
wirdess LAN traffic can snesk out of the room, out of the office, and out of the building,
and reach the ears of eavesdroppers. Weak encryption using 40-bit keysis an added
option for wirdess LAN protocols. Even if the option isimplemented, your wireess

LAN trafficis till not safe, because this weak encryption is easly cracked. Only strong
encryption can securdly protect your data traveling over awireless LAN. With today’s
technology, it would take several hundred years to decrypt any data protected with strong
encryption. So you don’t even have to worry about the most sophisticated eavesdroppers.
F-Secure VPN+ is the fourth-generation Virtud Private Network software from F-Secure,
the technology leader for secure networking. F-Secure VPN+ secures mission-critica
networking between remote offices, business partners, telecommuters and traveling
employees. This centraly managed security solution offers the following configurations

to fulfill al of your networking needs. F-Secure VPN+ is an | PSec-compliant solution

that protects every link in the corporate network chain — clients, servers, and gateways.
Because of this, F-Secure VPN+ isided for corporate LANSs that implement wireless
LAN technology.

1.1 Transparency

F-Secure VPN+ istotaly transparent to end users and gpplications. This trangparency is
achieved with a specific interceptor layer between aworkstation’s TCP/IP stack and the
network interface. The interceptor intercepts al traffic from the client gpplications,
encrypts the data, and passes it on to the network. Incoming packets from the network are
filtered and decrypted by the interceptor, and passed on to client applications. All thisis
done automaticaly and transparently. The network administrator can change connection
parameters on the fly, which will not be detected by the client gpplication.

1.2 Performance

F-Secure VPN+ is afast software-based |PSec implementation. F-Secure VPN +
Gateway, indalled on asingle 333 MHz Pentium [I machine, can encrypt data at a speed
as high as 24 Mbits/s with strong encryption (128-bit Blowfish). The speed of encryption
isamod linear with the machineg's CPU speed.

2. Remote | nstallation

F-Secure VPN+ can be ingalled remotely on workstations without any action from the
users. With F-Secure Inteligent Installation, the network administrator can import hosts
from an NT domain into the VPN management tool, F- Secure Administrator, and
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remotely ingdl FSecure VPN+ Client software remotely on the hosts. Users do not need
to worry about any software settings or inddlation.

3. Configuration

There are two gpproaches for configuring F-Secure VPN+ on awireless LAN. Both
approaches am to encrypt all traffic passing over the airwaves. Thefirst gpproach would
be to ingal FSecure VPN+ Client software on laptops using the wirdess LAN, and to
inddl FSecure VPN+ Enterprise Gateway on aworkstation in the wired LAN. The
Enterprise Gateway is used to encrypt and decrypt packets to and from the F-Secure
VPN+ clients and to route packets to the wired and wireless LAN. Figure 1 illugtrates this
configuration.
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Figure 1. Encrypting Traffic over WirelessLANs

The second gpproach would beto ingtal F-Secure VPN+ Server software on awired
LAN application or on file servers. This method encrypts al data, whether the data
travels over awireless or awired LAN. Figure 2 illugtrates this configuration.
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Figure 2. Encrypting Traffic over Wirelessand Wired LANs
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4. Capacity

Question: | have x wirdess LAN access points with 2 Mbit/s of shared wireless
bandwidth. How many F-Secure VPN+ Enterprise Gateways do | need to decrypt the
traffic between the wirdess LAN and thewired LAN?

Answer: Asagenerd rule, one F-Secure VPN+ Enterprise Gateway can handle 10
wireless access points if the Enterprise Gateway software isingtaled on a 333MHz
Pentium 11 machine. If ingtaled on S00MHz Pentium I11 machine, the software can

handle 14 wireless access points. These numbers assume a maximum load on the wireless
LAN.

Question: My company will need more than one Enterprise Gateway. How should |
configure my network to have an encrypted wireless LAN?

Answer: The best way isto divide your wirdess LAN into different IP subnets. One IP
subnet would be routed through one F-Secure VPN+ Enterprise Gateway. The wireless
clients would aso belong to different IP subnets. Thisway you will have avery scadble
and secure wireless network.

5. Specifications

Authentication agorithms
HMAC-MD5-96
HMAC-SHA1-96

Encryption agorithms
3DES (168-hit)
DES (56-hit)
Blowfish (128-hit)
CAST128 (128-hit)

K ey exchange choices
Internet Key Exchange (IKE) protocol with:
X.509 certificates with RSA sgnatures
RSA dgnatures
DSA/DSS signatures
PKCS#7, PKCS#10
Pre-shared keys
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Performance
Average throughput: 15-20 Mbit/s

F-Secure VPN+ products
F-Secure VPN+ Client
F-Secure VPN+ Server
F-Secure VPN+ Gateway
F-Secure VPN+ Enterprise Gateway

Supported platforms
Windows NT 4.0
Windows 95, 98
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